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Open Platforms Vision
- |

Cerner Is accelerating health care
iInnovation by enabling a broad
community to amplify the power of its
open platforms



APIls enable apps for providers and consumers
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Provider-facing apps can be Government regulation requires
developed that leverage the more choices for consumer-facing

Millennium Platform using APIs apps via APIs

ﬁJ'R Plan to attest for Meaningful Use Stage 3?
) The Ignite API for Millennium addresses Objective 5, Measure 1
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Meaningful Use Stage 3:
Proposed 8 major objectives. Two of these objectives are related to making APIs available for patient access:

Objective 5 (Patient Electronic Access to Health Information) requires that for a percentage of all unique patients seen, the provider ensures that the patient’s health information is available for the patient (or a patient-authorized representative) to access using any application of their choice that is configured to meet the technical specifications of the API in the provider’s CEHRT
 
Objective 6 (Coordination of Care through Patient Engagement) requires that patients (or patient-authorized representatives) actively engage with the electronic health record made accessible by the provider and access their health information through the use of an API that can be used by applications chosen by the patient and configured to the API in the provider's CEHRT (or other access methods)
 



Emerging standards are making “apps” a reality
-
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@Y HL7 FHIR SMART®

* FHIR = “Fast Health Interoperability » SMART = “Substitutable Medical
Resources Applications and Reusable Technology”

* A standard for accessing health care * A SMART App is a Web App

data (“Resources”) _
_ * HTML5 + JavaScript
* ReSTful API design leverages

Internet standards (HTTP, etc.) * Typically embedded in EHR

* Created by Health Level 7 * EHR Data Access is via FHIR
International (HL7) * OAuth2 for security and context

» Emerging support by most major HIT pelEsliy
providers (e.g., Argonaut Project) * Also supports smart-phone and patient-

* Meets EHR Certification for MU3 controlled apps



Cerner’s Ignite APIs fulfills MU3... and beyond...

Why a cloud-based API? A
) (N

* Industry compliant security architecture for internet facing applications

* Centrally Managed Security (connection to internet, authentication and authorization)
 Data management

* Agile deployment of updates and enhancements of FHIR standard
* Centralized ontology mapping

* Flexibility — scale capacity to meet application demand (predictable costs)

Why FHIR?

e Standards-based API accelerates development community adoption
« Common, web-based technology (REST, JSON, XML, OAuth)

« Standardized data models (common, human readable set of data elements, “resources”)
« Built in authentication and authorization model
* ONC has suggested that FHIR may eventually be required



George Lassos the Moon.....
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Resource Availability (as of 03/15/17)

A-D: D-L: I-P: P-Z:
» AllergyIntolerance 1 * DeviceComponent 1 « ImmunizationRecommendation |e Practitioner 1
e Appointment 1 e DeviceMetric 1 1 s Procedure 1
« _AppointmentResponse 1| e« DeviceUseRequest 0 * ImplementationGuide 0 e ProcessRequest 0
* AuditEvent 2 * DeviceUseStatement O  List1l * ProcessResponse 0
« Basic 1 | » DiagnosticOrder 1 | |+ Location 1 | * ProcedureRequest 1 [] Current
| « Binary 1 | [ » DiagnosticReport 3 | ° Media 1 e Provenance 1 |:| Planned
» BodySite 0 » DocumentManifest 1 * Medication 1 e Questionnaire 2
» Bundle 2 [ » DocumentReference 2 | |_-_MedicationAdministration 1 | e QuestionnaireResponse
« CarePlan 1 * EligibilityRequest 0 | »MedicationDispense 1 | 2
« Claim 0 « EligibilityResponse 0 | = MedicationOrder 1 | » ReferralRequest 1
« ClaimResponse 0 [ Encounter 1 | | « MedicationStatement 1 | |e RelatedPerson 1 |
s Clinicallmpression 0  EnrollmentRequest 0 * MessageHeader 2 * RiskAssessment O
« Communication 1 » EnrolimentResponse 0 * NamingSystem 1 [+_Schedule 1 I
» CommunicationRequest e« EpisodeOfCare 1 * NutritionOrder 1 * SearchParameter 1
! « ExplanationOfBenefit 0 | *_Observation 3 | [+ Slot1 |
* Composition 2 e FamilyMemberHistory 1 ¢ OperationDefinition 1 e Specimen 1
» ConceptMap 2 . Flag 1 e OperationOutcome 2 [+ StructureDefinition 2 |
| e gondition (aka Problem) [~ Goal1 || * Order 0 » Subscription 1
« Group 1 * OrderResponse 0 » Substance 1
| * Conformance 2 | « Honlfcaratarilon | « Organization 1 |  SupplyRequest 0
| Contract 0 | « ImagingObjectSelection * Parameters 1 e SupplyDelivery 0
« DetectedIssue 1 1 [« Patient 3 l e TestScript 0
* Coverage 0 » ImagingStudy 2 « PaymentNotice 0 » ValueSet 3
« DataElement 1 [ » Immunization 1 | = PaymentReconciliation 0 » VisionPrescription 0
e Device 1 | | e Person 1 |
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Visually…

All resources with the exception of DocumentReference allow read access.
DocumentReference, MedicationStatement, AllergyIntolerance and Condition allow write access.



Cerner Open Developer Experience (code ): http://code.cerner.com
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http://code.cerner.com/

Cerner Open Platforms
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Cerner Open

| memmm———— > Developer :
" Open Collaboration Experience Open Collaboration

Client
Developer

& Cerner | code

Apps registered on code.cerner.com: 1094 (139 patient-facing + 955 provider-facing)
Free and open documentation of 18 FHIR APl Resources.

Starter app and tutorials
Sandbox on actual Cerner EHR back-end for patient and provider-facing apps (over 300 registered apps)
» Active Google Group (Over 600 posts year-to-date). Cerner Engineers are highest contributors.
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Open Business Approach

The culture that drives a friendly business approach, allows extensibility of our

platforms and enables a collaborative environment that hastens innovation to advance
health care.

AcCcess

l@‘ Trust

[rm—

= = Opportunity
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What does it mean to be open?

Both clients and developers must have access to APIs, documentation and development tools.
Access to APIs must be available to both clients and developers who agree to the terms. 
They must have access to the documentation and development tools

There must be transparent, predictable policies and processes to gain trust from the developer community.
An open platform must have predictable policies and processes that garner trust from a developer community
The rules of engagement must be transparent and steadfast.

There must be an opportunity for developers to achieve financial success while understanding the investments required.
Through our open developer programs, clients and developers have a path to commercializing their innovations to achieve financial success, while understanding the investment required. 



Developer Program Growth & Cerner | code
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(®ePreop SurgicalValet”

Testl, Byron

Test1, Byron PCE: DOB:12/9/1984 Pref. Labs/Diagnostics:
Allergies: No Known Allergies Phone: Wit: MRN:10002751
IQHealth: Ho Age:31 years Sex:Male Emergency FIN: 20003478 [Admit Dt: 7/13/2015 8:33 AM] Loc: Baseline East, Baseline East

Menu - |4 ePreop Difulsoeen  @Print & 0 minutes ago
[}
Advanced DHI Cardiac HBEIEER A R | 00% @ a
Surgical Care

Coordil Iation Documen Location | Date Ra [ i z 1
Jocment Viewing 2 nge | Nex 3 days v Task| v Provider| v Search

sheet
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Breop Einicl Signed Preop Order HEP Preop Checklist Complete

Patient Information PATIENT Surgery Date Health Profile Receved Registered Scheduled Review

e Optimize PreOp et |
tl m I Ze re Diagnoses and Problem: Moore, Mary o ]1:-:'::&‘: s 1 /2014 . . . '. . .

Resources e e
RN : y e .
: Location: MAIN OR
¥ Procedure APPENDECTOMY [44..
i Add Anesthesiologist: ANDERSON, MD
—s
i i 7 {4 | sanders. Alex 2/17/2014 12/15/2014 ® (2] @ & @ [ ]

u - 13
¢ D e C re a'S e C aS e RT Cardiac Risk App DSTU2 ‘G g-;i gﬁ-‘wa ? 01:30 AM CST ,. . ,‘

(v}

D e I ays an d Cerner SMART App Validator Y || Location: PARRLOR
@ Procedure HERNIA REPAIR W

SMART App Validator DSTUZ2 Anesthesiclogist: ANDERSON, MD

Cancellations N o
LSl | Smith, John 12/17/2014 12/15/2014 & @ & ® ® o
DOB 77771949 11:45 AM CST
'ﬂ MRN 1071 Beview Intake Yiew Checkhst

Lacation MAIN OR
Procedure: DECOMPRESS SPINA
Surgeon: TEST SURGEON
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* Developed by
VisualDx

* Provides image-
driven differential
diagnosis

» Uses SMART for
launching within
PowerChart

* Uses FHIR to
curate a tailored
sub-set of
Images based on
patient age, sex,
and medication
perscriptions

Visual Clinical Decision Support App

CARRINGTON... ~

CARRINGTON, BLAKE
Allergies: Allergies Not Recorded

Dose Wt
Isolation:

D0803/19/1948
Agexs years

TOC < .

My Health: No
A VisualDx
AR

LB 4 100% -QO04d

# Patient Findings / Differential Diagnosis

Differential Diagnosis of a

20 Diagnoses match 2 of 2 Findings

Drug Erup Onycholysis Stevens-Johnson Syndrome A

Conjunctival Injection
Lip Mucosa Hemorrhagic Crust

Rash Pruritus Bullae
Onycholysis - Lifting Nail Vesicles
® Eruption 6 to 30 Days After Drug
) Eruption 0 to 5 Days After Drug
# Widespread

= Patient Appears Il & Widespread
= Lips # Eyelids

VisualDx

FHIR Demo

Drug-induced Photosensitive Reaction Drug-induced Phototoxic Reaction Acute Interstitial Nephritis

Malaize

Burning Skin Sensation
Erythema
Edema
Pruritus
Hives (Urticaria)
Bullae

g Nausea/Vomiting
Rash w
Photosensitivity

Erythema Ohguria

# Sun-Exposed Distribution # Sun-Exposed Distribution & Creatininet L BUNt 4 Pyuria

Angloedema Erythema Multiforme Pseudoporphyria

Eyelid Edema Facial Edema
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SexMale
LocCottonwood FP
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0-69 year old Male

MRNO0001022
Fin® 000001635

4= List =p (g Recent ~
Attending:STRINGFIELD|

E  signOut

= Sympticons

Annular  Rash

Photosensitivity
Thick Scaly Plaques

% Upper Back  # Superior Chest & Arm
# Neck

37 -
7

Drug-induced Non-Palpable Purpura

Ecchymasis

Petechiae

Erythema
Cayenne Pepper Like Purpura

® Scattered Haphazard
# Symmetnc Extremities

&2
Drug-Induced Hypercalcemia
Moderate

Dehydration  Anorexia
Polydipsia s Headache

Pruritus
Fine Scaly Plaque
Erythema

2 Widespread

Leukocytoclastic Vasculitis

Arthralgia

Falpable Purpura

# Symmetric Extremities

Bullous Pemphigoid




Monitor Ignite APIs for Millennium

* Monitor application usage

* ldentify highly used and
adopted applications

* Transparency to Ignite API
performance

Average Daily Application Users
with at least one AP| Call over the past 30 days

Applications
with at least one AP| Call over the past 30 days

23 39

30 Day Trend of API Calls and Application Users
total API Calls and unique application users per day. Select a date to filter.
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Adoption by Application
total API Calls and unique clients by application seen over the past 30 days. To view details click on application.
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2
o ]
5
g 200 o
= o
a
< 100 e}
2
8
2
>

0 e o
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AFI Calls

Resources
count of API Calls by resource over the past 30 days. Select a resource to filter

@
patient | 11410 (0.65 Seconds) E
| = 800
Observation | 4291 (0.61 Seconds) @
Condition 2,893 (1.28 Seconds) ‘é
encounter [ 2,763 (0.74 Seconds) g 60
MedicationStatement 2,264 (1.11 Seconds) E
MedicationPrescription [JIlll 1.825 (0.59 Seconds) T 4.00
Allergylntolerance [l 1,074 (0.84 Seconds) ‘;;,
MedicationOrder || 504 (1.64 Seconds) g 2.00
NisannctirDanart Ansn 98 e cemaon d>:
0K 5K 10K 15K 0.00
Transaction Count Jan 14

© Cerner Corporation. All rights reserved. This documentcontains Cerner confidential and/or proprietary information belonging to Cerner Corporation and/or its related affiliates which may not be reproduced or transmitted in any form or by any means without the express written consent of Cerner.

API Calls

total API Calls over the past 30 days

27,286

User Types
% of user types seen over the past 30 days. Select a user type to
filter.

0.0%

S5

30 Day Trend of Average API Call Response Time (in seconds)

average response time for all API Calls

= 42.9%
© Provider
o
<

57.1%

patient

(o]
10K 11K 12K 13K 14K 15K 16K

Jan 19 Jan 24 Jan 29 Feb3 Feb 8
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Through Cerner’s Lights On Network, you are able to view essential predefined metrics around Cerner Ignite APIs for Millennium.  The Lights On Network dashboard uses advance visualizations that may require additional browser configuration settings. 

Lights On Network is a flexible web based platform to provide information wherever and whenever you need it. It works on most popular browsers and mobile devices. 


Analyze Individual Application

Mote: Dashb ay P irn to the Summary tab and n application
- = Application Average Daily Application Users API Calls
. l ' n d e rStan d ap p I I Catl O n ePreop SurgicaIValet with at least one API Call over the past 30 days total API Calls over the past 30 days
adoption and usage > 7,260
30 Day Trend of API Calls and Application Users
total API Calls and unique application users per day. Select date to filter.
600
- 30
2
=]
c 400
£ 20
3
£
=
4
. g 200
]
* Discover top users ’
0 0
Jan 11 Jan13 Jan 15 Jan 17 Jan 19 Jan 21 Jan 23 Jan 25 Jan 27 Jan 29 Jan 31 Feb 2 Feb 4 Feb & Feb 8 Feb 10
30 Day Trend of Average API Call Response Time (in seconds) User Types User Actions
average response time for all API Calls. Select date to filter. APl Calls by user type seen over the past 30 % of user action types seen over the past 30
days. ys.
E 500 Select a user type to filter Select an action to filter
£ &
% 7.00
& 600
™ 2500 36.6%
E
2;4.00 show
. - . T 300 100.0%
* ldentity application usage an e
2 100
Z 63.4%
- Jan 14 Jan 19 Jan 24 Jan 29 Feb3 Feb 8 search
audience patierns oae v

Top Users by API Calls

total API Calls and % of all API Calls by user

user2
user? N 1,107 (15.2%)
usert0 I 043 (14.4%)
userif D 511 (7 0%)
userii I 110 (15%)
. . user154 I 104 (1.4%)
* Track application performance =« =
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2,671 (36.8%)

API Calls
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code_ and Open Platform Strategy
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